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Privacy on a page for Casual Relief Teachers
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Casual Relief Teachers (CRTs) play an important role in supporting schools, but the nature of casual relief work creates some additional privacy considerations and risks to manage.
Definitions
Information privacy is about managing the way we collect, use, disclose and manage personal and health information.
Personal information is recorded information or opinion, whether true or not, about a person whose identity is apparent, or can reasonably be ascertained, from the information. The information or opinion can be recorded in any form. A person's name, address, phone number and date of birth (age) are all examples of personal information.
Sensitive information is a type of personal information with stronger legal protections due to the risk of discrimination. It includes information or opinion about an identifiable person’s racial or ethnic origin, political opinions or affiliations, religious beliefs or affiliations, philosophical beliefs, sexual orientation or practices, criminal record or membership of a trade union.
Health information is information or opinion about an identifiable person’s physical, mental or psychological health or disability. Health information is a type of personal information which, because of its sensitivity, also has different and stronger legal protections. 
Note: De-identified information about individuals can become personal information if it is re-identified or if it is at high risk of being re-identified, for example, if it is released to the public or is a small sample size.
Schools’ Privacy Policy
The Schools’ Privacy Policy describes how Victorian government schools collect and manage personal and health information. It explains:
· what information schools collect
· how and why they collect this information
· who it is disclosed or shared with.
If a parent asks about privacy or how information is going to be stored or used, staff can direct them to the policy and supporting materials for parents (including community language translations) at vic.gov.au/schools-privacy-policy
CRT obligations
All school staff have a responsibility, when handling personal and health information, to collect, use and disclose it only where necessary to perform their duties, or other duties as required or permitted by privacy law. 
As a CRT who may be working at several schools, it is especially important to maintain good privacy practices to avoid breaches. Each school will have its own systems and processes, so staff need to take care to ensure student and family information is kept accurate and secure at all times. 
Most of the following tips come from real life incidents – staff play a part in ensuring these don’t happen at the school.
Top tips for casual relief teachers (CRTs)
· Check any logins provided for school systems are secure, including passwords, and never share passwords with other staff or students. 
· Do not write passwords on sticky notes or other items that may be found, and ensure you are not being watched when entering passwords.
· If leaving a device unattended, even if you are still in the classroom, ensure it is in view or lock it to prevent student access.
· If a student needs to use a teacher’s device (no other option available), ensure it is logged out before providing. 
· Do not log on to a student’s device unless this is needed to fix an issue and remember to log out afterwards.
· Do not allow students to insert a USB into your device.
· When discussing personal information with parents or students, ensure no one else can hear the conversation.
Keeping it safe
· Take reasonable steps to ensure that personal and health information is kept secure and protected from misuse, loss and unauthorised disclosure.
· Don’t answer questions about students unless you know who you’re talking to, and it is appropriate to share the information with them.
· Remember to take care with casual conversations because information accessed at school can only be used for school purposes. 
· When saving a document, take time to ensure it is saved in the correct place. Some schools use systems that have student views and staff views – don’t save in the wrong spot. 
· When handling hard copy documents such as student files, follow the school’s procedures, such as securing sensitive material in a folder, locked cabinet, or storage area. 
· When emailing, double check email addresses, attachments, links, and conversation strings.
· When leaving a desk or a classroom, keep the desk clear and the computer screen locked.
· When using your own mobile device, protect information from view, use strong passwords and screen locks, and remove school apps and data when no longer required.
· When disposing, use shredders or secure bins for duplicates and working papers. De-identification of personal information may be appropriate for some soft copy records. For more information about archiving and disposal of records, email  archives.records@education.vic.gov.au
· If you borrow a school device, do not leave it in a car overnight.
· If an unfamiliar system is being used at the school, seek assistance from school staff.
Information in schools
CRTs have access to important student details about custody arrangements, student behaviour and home addresses. CRTs may also have access to health information and medical details. 
All information must be handled with care and respect, however extra care must be taken when using and sharing sensitive and health information because inappropriate use and disclosure can cause greater harm or discrimination to students. 
For example:
· if health information is mishandled, it can lead to student anxiety and other issues
· if student home addresses are mishandled, it could lead to safety issues in some circumstances.
Guidance and resources
Clear processes and training should be in place to support CRT staff in handling personal information appropriately, including in connection with any software they use – human error is one of the biggest causes of privacy incidents.
Check with the school for guidance and training on any systems or processes to use.
A range of guidance on privacy and information sharing is available on the Policy and Advisory Library (PAL) – just search for privacy to get started.
For further help with privacy, speak to the principal or contact the Privacy team at privacy@education.vic.gov.au or on 03 8688 7967.
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