PRIVACY ON A PAGE for Principals
Good privacy practices help schools to build trust with parents and students and meet legal obligations to protect individuals’ personal and health information. All school staff, including contractors, service providers and volunteers of the department, share the responsibility and obligations of protecting privacy.
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WHAT IS PRIVACY?
Information privacy is about the way we collect, use, disclose and manage personal and health information.

PERSONAL INFORMATION is recorded information or opinion about an identifiable person. It can be almost any information linked to an individual including name, address, gender, age, financial details, marital status, education or employment history. De-identified information about individuals can also be personal information if it is re-identified or if it is at high risk of being re-identified.
SENSITIVE INFORMATION is a type of personal information with stronger legal protections due to the risk of discrimination. It includes information or opinion about an identifiable person’s racial or ethnic origin, political opinions or affiliations, religious beliefs or affiliations, philosophical beliefs, sexual orientation or practices, criminal record, or membership of a trade union.
Personal and sensitive information is regulated in Victoria under the Privacy and Data Protection Act 2014 (Vic).
HEALTH INFORMATION is information or opinion about an identifiable person’s physical, mental or psychological health, whether recorded or not, e.g. a person’s disability, medical history, immunisation status, allergies, or counselling records. Health information is a type of personal information which, because of its sensitivity, also has different and stronger legal protections.
Health information is regulated in Victoria under the Health Records Act 2001 (Vic).

YOUR OBLIGATIONS
All school staff have a responsibility, when handling personal and health information, to collect, use and disclose it only where necessary to perform your primary function, or other functions permitted by privacy law, or as required or authorised by other law. 
Information sharing, including sharing information outside the department, can occur when sharing is:
required for the department to meet its duty of care, anti-discrimination, occupational health and safety obligations, and/or
authorised to promote the wellbeing or safety of children, or to assess or manage family violence risk (for more information, refer to Child and Family Violence Information Sharing Schemes).
As a principal, you are responsible for managing the personal information of all your students and staff. You also have an obligation to promote the importance of managing personal and health information so you can ensure good privacy practices at your school.
PROMOTE UNDERSTANDING
Promote understanding of privacy in your area of responsibility by:
knowing what personal and health information is handled by your school in the day-to-day business processes
understanding how this information is collected, stored and shared
being familiar with the 10 Information Privacy Principles in the Privacy and Data Protection Act and the 11 Heath Privacy Principles in the Health Records Act 2001.
identifying when new projects or activities have privacy risks and managing mitigations against those risks
accessing departmental training and advice services.
BUILD COMPLIANCE 
Build compliance of privacy practices in your school by:
periodically reviewing your school’s privacy practices
promoting a culture of privacy compliance by visibly sponsoring information privacy and record keeping 
including privacy as a regular agenda item in meetings
designing, building and documenting privacy compliant practices into school operations.
GOOD PRIVACY PRACTICE
Ensure good privacy practice by:
· training and supporting your staff to answer questions about why information is collected, how it is handled and how it will be used
· providing parents and the school community with detailed information about school systems and projects
· ensuring your staff are aware of and understand the Schools’ Privacy Policy and the privacy guidance and resources published on the Policy and Advisory Library (PAL) 
· reviewing who has access rights to student and staff records and whether information is being shared on a need-to-know basis
· promoting good information management by ensuring staff know which systems to use for sensitive and health records.
PRIVACY IMPACT ASSESSMENTS (PIA)
Whenever your school starts a new project or uses a new system that handles personal, sensitive or health information, a PIA is needed. It will help you to evaluate and address any privacy risks early, so that risks are removed and you and the school community can feel confident in the project or system. 
The Privacy team can help your staff in preparing PIAs. Guidance is available on the Policy and Advisory Library at: https://www2.education.vic.gov.au/pal/privacy-information-sharing/guidance 
PRIVACY INCIDENTS AND COMPLAINTS
A privacy incident is any incident where there is a suspected or confirmed loss, inappropriate access, modification, use or disclosure of personal information. Some incidents are connected to cyber incidents where your systems have been breached by internal or external parties but can also be the result of accidental sharing of information to unintended audiences.
If you become aware of or suspect an incident has occurred, notify the Privacy team immediately if in business hours. Alternatively you can report a cyber issue in ServiceNow any time for system breaches or attacks. The Privacy and Information Security teams will help you respond, and coordinate any other assistance required.
Privacy complaints can result from actual or perceived mishandling of personal information. Contact the Privacy team for advice and guidance - they can support you in a response and they also respond to privacy complaints made directly to the department. For information about how the Department manages privacy complaints, refer to Make a privacy complaint.
GETTING ASSISTANCE
The Schools’ Privacy Policy has supporting materials for staff and parents, including material in community languages. It is available from the department’s website: http://www.education.vic.gov.au/Pages/schoolsprivacypolicy.aspx  
A range of privacy guidance and resources is also available on the Policy and Advisory Library:
Guidance: 
https://www2.education.vic.gov.au/pal/privacy-information-sharing/guidance 
Resources:
https://www2.education.vic.gov.au/pal/privacy-information-sharing/resources 
For further help with privacy, including general advice and support in preparing PIAs, contact the Privacy team at privacy@education.vic.gov.au or on 8688 7967.
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