Privacy On A Page for Teachers
Good privacy practices help schools to build trust with parents and students and meet legal obligations to protect individuals’ personal and health information. All school staff, including contractors, service providers and volunteers of the department, share the responsibility and obligations of protecting privacy.
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WHAT IS PRIVACY?
Information privacy is about the way we collect, use, disclose and manage personal and health information.
PERSONAL INFORMATION is recorded information or opinion about an identifiable person. It can be almost any information linked to an individual including name, address, gender, age, financial details, marital status, education or employment history. De-identified information about individuals can also be personal information if it is re-identified or if it is at high risk of being re-identified.
SENSITIVE INFORMATION is a type of personal information with stronger legal protections due to the risk of discrimination. It includes information or opinion about an identifiable person’s racial or ethnic origin, political opinions or affiliations, religious beliefs or affiliations, philosophical beliefs, sexual orientation or practices, criminal record, or membership of a trade union.
Personal and sensitive information is regulated in Victoria under the Privacy and Data Protection Act 2014 (Vic).
HEALTH INFORMATION is information or opinion about an identifiable person’s physical, mental or psychological health, whether recorded or not, e.g. a person’s disability, medical history, immunisation status, allergies, or counselling records. Health information is a type of personal information which, because of its sensitivity, also has different and stronger legal protections.
Health information is regulated in Victoria under the Health Records Act 2001 (Vic).
YOUR OBLIGATIONS
School staff must only collect, use and disclose personal and health information where necessary to perform their duties or where required or permitted by law.
Reasonable steps need to be taken to ensure such information is kept accurate and secure at all times. Equally, students and families can expect that their personal and health information will be managed responsibly. 
SCHOOLS’ PRIVACY POLICY
The Schools’ Privacy Policy has supporting materials for staff and parents, including material in community languages. It is available from the department’ website: http://www.education.vic.gov.au/Pages/schoolsprivacypolicy.aspx   
The purpose of this policy is to help ensure all Victorian government schools are consistent in their compliance with privacy law. The policy discusses:
· What information a school collects
· How and why they collect this information
· And who it is disclosed or shared with.
PRIVACY GUIDANCE AND RESOURCES
A range of privacy guidance and resources is also available on the Policy and Advisory Library:
Guidance:
https://www2.education.vic.gov.au/pal/privacy-information-sharing/guidance  
Resources:
https://www2.education.vic.gov.au/pal/privacy-information-sharing/resources 



GOOD PRIVACY PRACTICE EVERY DAY

COLLECTION
If you don’t need it, don’t collect it
Collect only what you require to perform your tasks and responsibilities.
Be open and transparent
Tell individuals why you’re collecting their information, how it will be used, who it will be shared with and how they can access their information. 
Our Privacy team can help you create a Collection Notice for this purpose.
USE AND DISCLOSURE
Consider purpose
Use and disclose people’s information only for the purpose you collected it, or a related purpose they would reasonably expect, or as required or authorised by law.
Do you need consent?
Some important interests, such as protecting health and safety, including promoting the wellbeing or safety of children, or assessing or managing family violence risk (for more information, refer to Child and Family Violence Information Sharing Schemes), or other legal requirements can justify use and disclosure without consent. Otherwise, seek consent.
QUALITY 
Keep it accurate, complete and up-to-date
Even where personal information is properly used or disclosed, it can do harm if it is wrong or out of date. Bad quality data equals bad decisions. 
Information must be fit for the purpose for which it is intended to be used.
KEEPING IT SAFE
Take reasonable steps to ensure that personal and health information is kept secure and protected from misuse, loss and unauthorised disclosure.

Store it in a secure system, preferably permissions controlled and records managed.
When emailing, double-check email addresses, attachments and BCC vs CC.
If leaving your desk (even within the classroom), lock your computer and any mobile devices, and log out of student administrative systems (if practical).
Use strong passwords that students can't guess or oversee, and never physically attach to devices.
Do not put student data onto unevaluated or open platforms or systems (e.g. ChatGPT).
Minimise hard copies and keep them locked away or dispose of them securely (contact archives.records@education.vic.gov.au for guidance).
PROVIDING ACCESS
Individuals have the right to seek access to their personal information and make corrections.
Formal requests for access will usually be managed under the Victorian Freedom of Information Act. However, every assistance should be given to enable a person to access their information and, where possible, informally.
Contact the FOI team at foi@education.vic.gov.au  
GETTING ASSISTANCE
The Schools’ Privacy Policy has supporting materials for staff and parents, including material in community languages. It is available from the department’s website: http://www.education.vic.gov.au/Pages/schoolsprivacypolicy.aspx  
For further help with privacy, including general advice and support in preparing PIAs, contact the Privacy team at privacy@education.vic.gov.au  or on 8688 7967.
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